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über 2000 Kunden

WHO WE’RE ARE 

Undefeated in the fight 
against ransomware

1 Gegründet 2012

2 1400 Mitarbeiter
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Herausforderungen für 
die Unternehmen

Underground Economy

Ransomware as a service
Fileless Angriffe

Zu viele Alarme + Blind Spots

Wenige Spezialisten

Komplexität der Angriffe

Cybereason
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Erwartungshaltung
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MTTD
Meantime to detect

MTTI
Meantime to 
investigate

MTTR
Meantime to respond
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Der Prevention Stack
Ungeschlagen gegen Ransomware
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Next-Gen AVAntivirus Anti-
Ransomware

Fileless
Malware Protection

Behavioral
Document Protection
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Highest Score 
Real-Time 
Coverage

Highest 
Overall ‘AA’ 
Rating

Exploit 
Prevention
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Operation-centric: MalOp Engine

Raw Data

Threat Intel
Rest API Machine 

Learning Services

Manual 
Proactive 
Hunting

Known 
&

Unknown
Threats

AI/Ml MalOp

Multi-layered 
Prevention

MalOp 
Engine

Weniger Fehlalarme (<1%) Weniger “dwell time” (98%) Schnellere Response (93%)

Anti- Ransomware

Ps Protection

Behavioral 
Analysis

+
Deception

Ngav
Av

Exploit Protection

Prevention Stack
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CYBEREASON ANALYSIS MODEL
Dynamic, persistent, real-time

Detect

Analyze

Correlate

Collect



THIS IS

XDR



CYBEREASON XDR PLATFORM

SUPPORTED SYSTEMS

WINDOWS MAC & IOS ANDROID LINUX

DEPLOYMENT OPTIONS

CLOUD FIRST HYBRID ON-PREM AIR-GAPPED

Cybereason Connect Integrators

MalOp Engine

Endpoint Protection Posture & Incident Management

Incident  
Response  
Services

Compromise  
Assessments

Endpoint  
Controls

Mobile  
Protection

CWPP
Cloud Workload  
Protection

Cloud

Digital
Forensics  
& IR

NGAV
Next-Gen  
Antivirus

EDR
Endpoint 
Detection 
&  Response

Identity

Network  
Security

Workspace

MDR
Managed
Detection
Response

Threat 
Hunting

Security Operations  OptimizationExtended Attack Surface Protection
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XDR Integrations

CLOUD NETWORKENDPOINT WORKSPACE IDENTITY



EDR Demo
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XDR Demo
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Let’s DEFEND
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